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Abstract—The Future Internet, in its different variants,
promises a global connectivity of people, things and services.
However, in order to develop its full potential and to achieve
an accepted, seamless integration of Internet use into daily
lives, severe security issues have to be addressed. In this paper,
we propose to establish security and trustworthiness by means
of an integrated identity and access management. Especially,
we sketch the foundations of a novel identity and access
management approach that is tailored for the Future Internet.
We provide mechanisms for flexible modeling and description
of digital user identities with support to transaction-based
privacy protection, access to personal data, flexible thirdparty accountability and end-to-end secure communication.
The mechanisms are tailored for the use on a trusted personal
device called Minimal Entity, which provides a trustworthy
gateway to benefit from the offerings of the Future Internet.
Keywords- identity and access management; security; privacy;
Future Internet.

I. I NTRODUCTION
The Internet of People, Things, and Services are three
fundamental concepts that form the backbone of the Future
Internet [1]. The Internet of Things (IoT) relates to interconnected physical devices, usually in the form of embedded
systems and sensors with one or more network interfaces
that are used to collect, forward, compute, or display data.
The objective of the Internet of Services (IoS) is to set up
a fully-fledged digital equivalent of the existing servicebased economy. Thus, IoS allows people and softwarebased entities to engage in service-based economic activities,
such as negotiation, bidding, and contracting. Moreover, the
interweaving of simple services into complex and efficient
composite services through the IoS will turn it into the
global marketplace of the future. The Internet of People
(IoP) relates to human-machine interfaces that allow people
to interact within the Future Internet. The IoP basically
empowers users with service-independent ubiquitous access.
Together the Internet of People, Things and Services are
known by the acronym IoPTS.
Two further concepts associated with the Future Internet
are the Internet of Clouds and Crowds [1]. They are a
platform and, respectively, a facilitator for boosting the
IoPTS. The Internet of Clouds provides (low-end) devices
with extended computing and storage services, that other-

wise would not be available using only local resources. In
addition, the Internet of Clouds adds elasticity, reliability
and cost-effectiveness to service provision. The Internet
of Crowds brings the benefits of social networks into the
IoPTS. It establishes valuable connections harnessing social
interactions and other tools based on those, such as trust and
reputation mechanisms.
The assessment of trust and reputation within IoPTS
contexts and the proliferation of trustworthy services for
end users require the definition of common metrics. Metrics
are fundamental for defining a uniform and coherent set of
service-level agreements (SLAs), that allow a fair competition between services providers, thus fostering innovation
and the introduction of new services. Furthermore, common
metrics also allow the interoperability between services and
communication platforms, which are key aspects in the
IoPTS.
The realization of the IoPTS in a global scale ultimately
depends on a provider-independent ubiquitous access of casual users to the Future Internet. Ubiquitous access together
with intuitive interfaces and interaction concepts that support
enforcement of users’ wishes and needs have to be offered
independently of any service or communication provider. In
this context, our research group has been developing and
constantly refining the notion and concept of the Minimal
Entity (ME) as the users’s personal connection point and
trustworthy gateway to the IoPTS and implemented a ME
prototype, the so-called Talking Assistant [2]–[4].
In short, the ME is a user’s representative in the digital
world. It stores a user’s digital identity and is able to
perform operations such as remote authentication. The ME
is designed as a secure terminal and thus enables secure
transactions, possibly with legal impact. We propose that
the interaction between users and IoPTS is going to happen
through personal devices, thus such devices can work as
anchors of trust. In some cases, the ME may even carry
out transactions with only implicit consent of the user,
depending on the application context. Hence, it is of utter
importance for the success of IoPTS that a user trusts the
ME to execute tasks trustworthy and independently of user
interventions.
In this paper, we continue this line of work and introduce

a comprehensive digital identity and access management
(IAM)1 approach for MEs, tailored for the IoPTS. By this,
we introduce concepts and trust anchors that enable:
• transaction-based privacy protection,
• provider-independent access to transaction data,
• flexible third-party accountability, and
• user-friendly, end-to-end secure communication.
The objective of this paper is to propose security and
privacy-enhancing mechanisms suitable to emergent trustworthy ubiquitous cooperation and interactions in the IoPTS.
Such interactions are obtained by interconnecting multiple
parties, entities and services, in the face of possibly conflicting individual security goals [5]–[7]. The Future Internet,
represented by the interwoven IoPTS variants, provides the
service-provisioning infrastructure and data communication
backbone for our vision to come true.
In the remaining of this section, we summarize the contributions of our work in Section I-A and outline the structure
of this paper in Section I-B.
A. Our Contributions
In this paper, we propose a novel IAM approach that is
tailored to foster cooperation in the Future Internet. The approach builds on a carefully chosen combination of modern
cryptographic techniques for modeling and implementing
the core identity abstractions and corresponding security
services.
Our solution takes into account and deals with the conflicting requirements of privacy and accountability. Privacy
requires a restricted linkability between users and actions,
while accountability demands strong and irrefutable linkability between users and performed transactions. In this
context, a novel pseudonym construction is a key building
block to our IAM approach. It protects users’ privacy and
provides accountability simultaneously. Moreover, our proposal includes mechanisms for end-to-end secure communication within anonymous groups and also fosters incentives
for trustworthy cooperation through being compatible with
reputation mechanisms.
B. Paper Structure
This paper is organized as follows. Section II provides a
more detailed description of the research challenges of this
paper. An application scenario for the proposed model is
described in Section III. The attacker model is presented in
Section IV. The system requirements are outlined in Section
V. Section VI describes our novel IAM system designed for
the Future Internet. The discussion regarding the security
and privacy properties of the proposed concept in the light of
the attacker model is described in Section VII. Section VIII
1 In this paper, we treat IAM as a synonym to Identity Management (IdM).
However, we use IAM to emphasize the inherent access control issues that
are related to digital identities in the IoPTS.

Figure 1.

Multiple Views of a Digital Identity [8].

presents the related work. Finally, the concluding remarks
are given in Section IX.
II. T OWARDS T RUSTWORTHY IAM
The notion of identity and access management (IAM)
encompasses a broad range of techniques, technologies and
processes that support the use of real world properties of real
world entities as digital identifiers in computer networks and
applications [8]. Herein, a digital identity abstracts from a
real world person, implementing a unique digital representation of the entity. Also, this profile details relationships to
other entities or parties and contains associated access rights
and credentials [9].
Due to the use in different application contexts, different interaction partners may build up different, possibly
restricted, views of a complete identity, by aggregating data
collected in multiple individual interactions (cf. Fig. 1). This
reflects major challenges of IAM:
• how to flexibly model digital identities?
• how to provide support for trustworthy digital interactions with different parties?
• how can aggregation be limited in order to protect
users’ privacy?
The next sections develop a more concrete understanding
of trustworthy and secure interactions in the Future Internet.
III. A PPLICATION S CENARIO
In our application scenario, we consider a Web 2.0 running on top of the IoPTS. Thus, we deal with a collaborative
environment where users provide content to a common pool
of digital resources and recommend reading material and
links to their community.
To protect users’ privacy, digital content and recommendations are provided using identifiers that are not the users’
real names. Naturally, such capabilities can be exploited by
malicious users who could provide misleading information,
badmouth other users, or even commit an infringement of the
law. Therefore, such misbehaving users need to identifiable
by trusted authorities.

In this paper, we consider such a scenario. First, we
show how to create linkable, thus accountable pseudonyms.
Then, we demonstrate how the identity of a malicious user
can be retrieved by authorities. Furthermore, we also show
how secure communication can be performed within such a
representative IoPTS scenario.
IV. ATTACKER M ODEL
In this paper we consider a limited version of the DolevYao threat model [10]. In the Dolev-Yao threat model the
attacker has control of all communication channels, being
able to eavesdrop messages in transit, destroy, replay and
insert messages into these channels. However, the attacker
is not able to break any cryptographic mechanisms without
obtaining the appropriate cryptographic keys (i.e., attackers
do not have cryptanalysis capabilities).
In our paper we restrict the Dolev-Yao model by removing the ability of attackers to destroy messages in transit
indiscriminately. The deletion of messages in transit in a
computer network scenario leads to denial of service attacks.
Although such type of attacks are physically plausible in real
scenarios (but mostly limited to a local scope) using radio
jamming techniques, we disregard such attacks because they
are not the focus of our proposed IAM system.
V. R EQUIREMENTS FOR T RUSTWORTHY IAM
Based on the application scenario and the attacker model,
in this section, we introduce a set of requirements for an
IAM approach suitable for the IoPTS:
•

•
•
•
•
•
•

•

•

Network-Level Basic Security Services: The network
should provide identification, mutual authentication,
reliable broadcast communication and user revocation.
Privacy I: Identity-related information should be protected in transactions.
Privacy II: It should be possible to individually access
data that relates to personal transactions.
Accountability: It should be possible to trace misbehaving users (by accredited authorities).
Secure Communication I: End-to-end confidential communication between entities should be possible.
Secure Communication II: It should be possible to
communicate with receivers unknown by identity.
Incentives: The mechanisms should be incentive compatible, e.g. support the use of social reputation mechanisms.
Efficiency and Practicality: Trust anchors and mechanisms should be suitable for use on resourceconstrained terminal devices and in real-world contexts.
User-Friendliness: Security concepts should be understandable and usable by casual users.

The main factors are also illustrated in Fig. 2.

Figure 2.

Main Factors for IAM

VI. M ODEL
In this section, we sketch our novel approach to identity
and access management for the Future Internet. First, we
introduce our key concepts that lead to a set of core
functional identity abstractions. Then, we depict mechanisms
and technical details implementing our IAM approach.
A. Network Model
We assume the following network model as depicted in
Fig. 3 to be given by the Future Internet: each user is in
possession of a personal terminal device, called minimal
entity (ME). By means of the terminal, a user can securely
log in to the network and communicate in broadcast-style.
The network access can be revoked. Application level security services are enabled through certain credentials, that the
user receives in a prior registration process, dependent on his
real world properties. Together, the credentials represent the
user’s digital identity. We detail this issue next.
B. Key Concepts
The IAM approach builds upon two main concepts:
1) Enabling privacy-respecting yet accountable transactions through linkable pseudonyms: First, we base our
IAM design on the use of linkable transaction pseudonyms,
i.e. pseudonym that change with every single transaction.
We propose to embed access rights for multiple parties

Figure 3.

Network Model

into each pseudonym, that allow accredited authorities to
link the pseudonyms to the implicit identity in several
levels granularity. In this concept, transaction pseudonyms
implement privacy protection, while the given multilevel,
multiparty linkability allows to deal with accountability
issues by enabling a purpose-bound anonymity revocation,
e.g. in misuse cases [11].
2) Leveraging fuzzy cryptographic identities on trusted
devices for user-friendly communication: Second, we propose to describe static aspects of identities as sets of attributes that relate to sets of key [12]. Attributes in logical
combination can be used to intuitively select receivers in
end-to-end secure communication [13], [14]. Additionally, in
our security design, we harness a Trusted Platform Module
(TPM) in the terminal device to locally generate and use
context-dependent credentials and attributes, that may be
exploited in the receiver addressing as well.
C. Core Identity Abstractions
In sum, the two main concepts introduced above are
reflected in the following core identity abstractions. Thus,
from a conceptual point of view, a digital identity, as
depicted in figure 4, consists of the following properties,
organized into three layers:
I. one unique base identifier, i.e. the real world
name in the respective domain (e.g. ”StefanGWeber@Darmstadt”);
II. static properties, i.e. organizational and economical
roles (e.g. ”CASED”) and attributes used in social
digital interactions and communications (e.g. specializations, preferences or interests);
III. dynamic properties, i.e. context-dependent, dynamic
attributes (e.g. current location of the user).
Each conceptual layer is associated with keying material
in order to implement security functionalities, i.e. privacy
protection, accountability management and support for confidential communication. A minimal entity, i.e. a personal
terminal device, provides the digital container, platform and
trust anchor for this approach. We introduce the mechanisms
in the following sections.
D. Main Mechanisms
In the following, we sketch2 the constructions and mechanisms of our approach:
1) Creation of Transaction Pseudonyms via Semantically
Secure Encryption: We propose to generate changeable
pseudonyms by means of a semantically secure encryption
scheme (cp. [11], [15], [16]). Thus, we formulate pseudonym
creation as (re-)encryption of a base identifier. Using this
approach, it is possible to change a transaction pseudonym
represented by a ciphertext, without changing the encrypted
2 Complete

descriptions will be given in a longer version of this paper.

Figure 4.

Layers of IAM

plaintext and without private key, by just altering the random
factors used in the encryption.
Especially, we propose to employ the ElGamal cryptosystem [17], over subgroups q of order q of the multiplicative
group ∗p , for large primes p = 2q + 1. We treat the primes
p, q and a primitive element g of q as common system
parameters. More specifically, we build upon a threshold
variant of it [18], [19], offering distributability of powers. In
this setting, an ElGamal private key s ∈R q is generated
via a distributed key generation protocol [18], and consequently it is secret shared [20] among all n participating
authorities. Thus, the power to decrypt is distributed among
all authorities, while a minimal number of t out n authorities
is necessary to perform the private key-related operations.
The authorities share a common public key, h = g s mod p,
that is made available together with the system parameters.
In our approach, a base pseudonym PUi ,B of a user Ui is
initially created as encryption of a representation of the base
identifier ID. Thus, ID ∈ q is non-deterministically encrypted by choosing r ∈R q and by computing (g r , hr ID).
Afterwards, transaction pseudonyms can be derived from the
base pseudonym by iterative re-encryption (where k ∈
refers to the k th transaction and ⊗ denotes multiplication):
PUi ,k+1 = PUi ,k ⊗ g rk+1 = (g r+rk+1 , hr+rk+1 ID)
2) Achieving Pseudonym Linkability through PRNGs and
SMPC: Due to the construction given above, a transaction
pseudonym is initially statistically unlinkable to any other
transaction pseudonym of any user. However, we introduce
a further level of control into pseudonym generation by
means of a local cryptographically-secure pseudo-random
number generator (PRNG) [21]. Such a PRNG is a tool
for generating sequences of random numbers, by using an
internal source of entropy called seed to derive the output
values. Only the owner of the seed is able to (re-)generate
the chain of random numbers. We use a seeded PRNG
to compute the re-encryption factors in the pseudonym
generation. By this, each re-encryption factor becomes (part
of) a unique authenticator for a transaction pseudonym.
Given that all transaction data in a Future Internet service
is stored along with a transaction pseudonym, a provider-
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Figure 5.

Protocol for Access to Transaction Data

independent access mechanism to personal transaction data
can be implemented as follows: by providing the base
pseudonym together with aggregated random factors, a user
can uniquely authenticate any transaction pseudonym that
was created by her; upon verification, the provider may grant
access to associated transcation data to the requesting user.
The basic access protocol is depicted in Fig. 5 (P DPLog
denotes the policy decision point of the service provider’s
transaction log and || denotes a separator for the parts of a
tuple).
Additionally, our approach employs secure multiparty
computation (SMPC) concepts [22] in order to realize multilevel pseudonym linkability. This allows for re-identifying
a pseudonym in arbitrary levels of granularity. Herein, our
constructions make use of mix-and-match techniques [11],
[16], [19]3 . Especially, in this approach, several parties
have to cooperate in order to partially revoke pseudonymity
for accountability reasons in a given application context.
The roles of the authorities could be played by established
auditors, data protection officers as well as law enforcement
authorities, in severe misuse cases.
3) Using Linkability for Reputation Aggregation: Within
our approach, it is also possible to connect privacyprotection via transaction pseudonyms with reputation mechanisms. Through reputation mechanisms, users are supported to select reputable interaction partners, based on
aggregated historical trust and reputation values and recommendations [23]. In order to compute reputation scores,
it is necessary to establish interaction histories, i.e. aggregating experiences over past transactions. Again, due to
the applicability of SMPC techniques on the pseudonym
level, interaction histories can be established as follows: suppose that RA1 , ..., RAn are a set of reputation aggregation authorities, assessing pseudonym - value
tuples, (P1 , V1 ), ..., (Pn , Vn ), as inputs. The pseudonym
linkability/mix-and-match framework enables them to compute a function f ((P1 , V1 ), ..., (Pn , Vm )) = X, whereby
X can assert identity linkability information as well as
3 Details

Figure 6.

an aggregated reputation score or update value. Moreover,
correctness of the output and privacy of the inputs can be
guaranteed [22], without relying on a single, external trusted
party.
4) End-to-End Secure Communication with Anonymous
Receivers through Expressive Encryption: We propose to
realize the attributes and credentials associated with a
digital identity’s static profile through ciphertext policy
attribute-based encryption (CP-ABE) techniques [24]. Dynamic, context-dependent credentials are handled by means
of generalized location-based encryption [25]. By combining
these two approaches efficiently, we realize a novel hybrid
encryption technique for expressive policies (cf. Fig. 6) [14].
This integrated approach allows to realize a secure group
communication mechanism (w.r.t. to the specified network
model, cf. Sec. VI-A) with an intuitive selection of communication partners. As sketched in Fig. 7, a user may
send messages to groups of users specified by a logical
combination of several attributes. We believe that this is
an adequade approach for social communication contexts
emerging in the Internet of People, where communication
partners are often not known by identity, but only by
property.

Figure 7.
are beyond the scope of this, we only point to the literature.

Hybrid Encryption Technique for Expressive Policies

User-Friendly Selection of Communication Partners

•

Figure 8.

TPM-Based Attribute Handling on Terminal

E. Minimal Entity Security Design
In this section, we sketch issues related to the security
design of the terminal device, i.e. the Minimal Entity.
In our approach, the hybrid encryption technique for
secure communication hinges on a tamper-resistant GPS
receiver. It triggers the creation of keys that need to satisfy
location-depended constraints in the communication. We
propose a security infrastructure that is based on trusted platform modules (TPM) in the terminal device. It is sketched
in Fig. 8, illustrating the logical protocol for decryption
of a received/chosen message. Herein, the TPM attestates
that the software stack is trusted, such that keys provided
for decryption are only used when appropriate and erased
consecutively [26].
In our research, we evaluated the design space of key
and credential management procedures. Basically, private
key and credential generation (PKG) is possible online,
offline and embedded in tamper-resistant hardware. With
the proposed combination (see Fig. 9) within our security
design, we chose to move a major part of trust into the
organizational level: attributes and keys are only issued in a
trustworthy registration process. On the other hand, we move
the trust for handling context-dependent credentials into the
terminal device, and secure it by means of a TPM.

•

•

Privacy and Accountability: Identity-related information is protected due to the use of transaction
pseudonyms. ElGamal encryption, the main pseudonym
building block, is semantically secure under the Decision Diffie-Hellman complexity assumption [27]. Thus,
pseudonyms do not leak any partial information about
the encoded base identity information to any attacker,
who is not in possession of the private key. The allowed
linking of several transaction pseudonyms for accountability reasons makes use of the mix-and-match/SMPC
framework. Herein, security is also reduced to the same
complexity assumption [19]. Stemming from operations
of a threshold cryptosystem, powers to link pseudonyms
are distributed among cooperating authorities, implementing a distribution of powers. Additionally, an operational separation of duty is given due to distinct
authorities in distinct phases. Moreover, via the registration phase, we move trust into an organizational
level.
Secure Communication: End-to-end encryption in the
messaging is given due to and implemented by the
use of the proposed hybrid encryption technique. Computational security reduces to the same complexity
assumptions as in CP-ABE [24]. In CP-ABE, collusion
resistance4 , is given due to the use of individual random factors per user. The hybrid encryption technique
looses full cryptographic collusion resistance w.r.t. the
expressive policy. Yet, collusion between receivers or
attackers that try trading CP-ABE attributes, e.g. in
order to gain access to messages of further organizations, fails. Due to the tamper-resistant GPS receiver in
combination with the secure software stack on the ME,
trading of location attributes is also hindered.
Efficiency and Practicality: In our security design, we
chose a combination of trusted platform modules, trust-

4 Since private keys are generalized into sets of attributes, the possibility
of user collusions, i.e. combining attributes to generate a more powerful
decryption key, must be excluded.

F. Overview of Phases and Participants
Having sketched the main mechanisms of our novel
IAM approach, Fig. 10 finally provides an overview of the
sketched processes for identity and access management.
VII. S ECURITY D ISCUSSION
In our attacker model (cf. Sec. IV), we assumed that
a general attacker in the IoPTS is able to eavesdrop any
messages transmitted, but cannot destroy messages as well
as break cryptography. In this section, we sum up the key
arguments w.r.t. the fulfillment of the addressed security
requirements, in the light of this attacker model, where
appropriate:

Figure 9.

Design Space and Chosen Key Management Approach

B. Secure Attribute-based Communication
Our work follows previous work on ABE [12], [24], [32]
(in particular we extend the CP-ABE construction of [24])
and applications thereof [33], [34]. In this paper, we propose
a novel use of attribute-based cryptography in the context of
IAM.
C. Identity and Access Management

Figure 10.
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Overview

worthy registration processes as well as cryptographic
complexity assumptions as trust anchors. TPMs become
more and more common, even in mobile contexts,
such that it is reasonable to assume their availability. Attribute-based encryption is the most ressourcedemanding building block in our approach. Yet, our
IAM-ME prototype implementation, based on off-theshelf smartphones, showed reasonable performance5 .
Trustworthy registration processes are already by now
established, e.g. for online banking, making their realizability reasonable.
User-Friendliness: As part of our research, we confronted casual users with the proposed concepts for
secure communication. Results indicated high levels of
user acceptance and contributed to refining them6 .
VIII. R ELATED W ORK

The related work can be clustered into the areas of
linkable pseudonyms, secure attribute-based communication,
as well as identity and access management approaches.
A. Linkable Pseudonyms
Historically, Chaum [28] introduced digital pseudonyms
as a basic tool for privacy protection in distributed systems, by implementing a firsthand unlinkability between a
real-world identity and a pseudonymized identity. In the
following years, several types of pseudonyms and a wide
scope of scientific background and applications has evolved
[29]. Linkable pseudonyms are pseudonyms that additionally
encode secret trapdoor information, to enable attribution of
multiple pseudonyms to one or more real-world identities.
Different from our work, linkability is usually only possible
for either third parties or the user herself, not for both.
Recent cryptographic research abstracts from pseudonyms
and focuses on separating authentication from identification
issues [30], but also allows for a reconciliation thereof, to
construct so-called self-certified pseudonyms [31].
5A

distinct performance evaluation will be part of a more complete
version of this paper.
6 A distinct evaluation of this issue will be part of a more complete
version of this paper.

IAM is the target of initiatives such as Microsoft’s
Windows Cardspace7 and OpenID8 . The main focus of
the aforementioned initiatives is related to the processes
of creating, managing, and deleting identities. Research
projects such as PRIME9 and PrimeLife10 address the problem of users’ privacy in identity management systems in
various application contexts. However, there is only little
work done so far considering identity management and the
trade-off between privacy and reputation establishment. Like
our approach, the PRIME project recognized the need to
reflect user-friendliness in the system design [35]. In [36],
further aspects of IAM for the Future Internet are sketched,
however, no technical approaches are presented.
IX. C ONCLUSIONS
In this paper, we introduced and sketched a novel approach to identity and access management for the Future
Internet. Hereby, we extended our former work on the
concept of a Minimal Entity, i.e. a trusted personal terminal
device that serves as gateway to the Future Internet. Our
novel approach supports to reconcile transaction-based privacy protection and accountability via linkable pseudonyms
as well as user-friendly end-to-end secure communication.
The description and modeling of digital identities is based
on a fruitful combination of modern cryptographic techniques. First, the use of semantically secure encryption
techniques allows for the creation of changeable transaction pseudonyms. Harnessing mix-and-match techniques and
PRNGs, we realize several levels of pseudonym linkability.
In sum, this constitutes a flexible framework for distribution of powers w.r.t. accountability measures as well
as provider-independent fine-grained access to transactionrelated information.
As a second major part, we harness attribute-based cryptography to describe and model user properties in combination with location-based encryption techniques on trusted
personal devices. This enables end-to-end encrypted group
communication, on an user-friendly high level of abstraction.
Future work will consist of extensive resource and usability
evaluations.
7 (http://windows.microsoft.com/en-US/windows-vista/
Windows-CardSpace)
8 (http://www.openid.net)
9 (https://www.prime-project.eu)
10 (http://www.primelife.eu)
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